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1. What is the TrustPort Antivirus Bart PE plug -in?

TrustPort Antivirus Bart PE phlugis an antivirus product, which is located on a
boot CD / DVD / Flash memory and enables the user to boot the computer
from this CD, regardless of the sgist located on the infected computer. This
enables the removal of malicious code from the infected computer, which
cannot be removed with conventional methods. Some cases where this
program may be used include; during the installation of the antivirus pirogr

on to an already infected computer, or in case there is a penetration of
malicious code on to the computer despite the fact that the computer already
has an antivirus program (if an antivirus program does not have an updated a
database of virus definins), and the antivirus program is not able to remove
this malicious code. The reason may be that the malicious code runs even
before the resident protection of the antivirus and blocks access to the infected
files.

It is for these cases that the antivayroduct TrustPort Antivirus Bart PE plug
in is intended. By starting the computer from the boot CD prevents the
malicious code form being run on the infected computer, and it is therefore
possible to remove the virus.

TrustPort Antivirus Bart PE phugis not supplied on the boot CD, but it is
necessary firstly to create this bootable CD on a-méected computer.

What is needed to create the boot CD?
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The steps for creating a boot CD are described in Chapterdgpth description
how to create boot CD with TrustPort Antivirus Bart PE-plug




2. Basic description how to create boot CD with TrustPort
Antivirus plug -in

1) Install TrustPort Antivirus on a non infected computer.

Actual version of TrustPort Antivirus can be downloaded here:

http://www.trustport.cz/index.php?czpubdownload

2) Update the database of virus samples.
3) Install PE Builder.

Download the installation package PE Builidem web pages
http://www.nu2.nu/pebuilder/ from the downloadsection and install it to the
folder CYPEBuilder. We recommend downloading version 3.1.10a.

4) Create a plugn TrustPort Antivirus for PE Builder.
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5) Copy the installation set Windows XP with the service pack SP1.

Copy the installation set Windows XP with the service pack SP1 or higher,
or with Windows Server 2003 thé¢ folder cixpinst.

Windows Vista cannot be used.
6) Create the boot CD Bart PE with the help of application PE Builder.

Turn on the application pebuilder.exe, which can be found in the section
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http://www.trustport.cz/index.php?czpubdownload
http://www.nu2.nu/pebuilder/

3. In depth description how to create a boot CD with TrustPort
Antivirus Bart PE plug -in.

TrustPort Antivirus Bart PE phigis not supplied on a previously prepared
medium (CD/DVD), but it is firstly necessary to prepare thig @i» on a
clean non infected computer.

The steps for creating the boot CD :

1. Installation of TrustPort Antivirus on a clean non infected computer.

Install TrustPort Antivirus or TrustPort PC Security on a clean non
infected computer.

After the installdion update the antivirus program and its database of
virus definitions.

2. Installation of the PE Builder.

Download the installation package PE Builder from the web pages
http://www.nu2.nu/pebuilder/ from the davnload section.

We recommend downloading version 3.1.10a
http://www.nu2.nu/download.php?sFile=pebuilder3110a.exe

With the help of the Windows Explorer we create a new folder on the
hard disk named PEBuilder and we copy the installation package into this
folder.


http://www.nu2.nu/pebuilder/
http://www.nu2.nu/download.php?sFile=pebuilder3110a.exe

@% C:\PEBuilder

File Edit View Favorites Tools Help
0-0-8|Llp|@E-
Address iu_:] C:\PEBuilder

Folders X Name = Size | Type Date Modified
@ Desktop ﬂ%‘pebudderhwa.exe 3230KB Application 27.8.2008 10:43

[+ <B My Documents
=] ‘j My Computer
4 3.5Floppy (A1)
(% Local Disk (C:)
{2 Documents and Settings
S
&-{3) Program Files
&) Temp
. ®5) totalemd
: D virus
i winpows
- DVD/CD-RW Drive (D:)
@ G‘ Control Panel
@3 shared Documents
{3 Tester's Documents
=] ‘:g My Network Places
y Recycle Bin

By double clicking on the installation package pebuilder3110a.exe the
installation is enabled.

Choose the language which will be used for the PE Builder.

Select Setup Language @

gﬁl Select the language to use during the installation:

I

[; OK ][ Cancel ]

Install FE Builder into the previously created folder PEBuilder.



{2 Setup - PE Builder

Select Destination Location
Where should PE Builder be installed?

./I Setup will install PE Builder into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

(C:"-.P EBuilder.

‘ [ Browse... ]

At least 5.5 MB of free disk space is required.

[ < Back "

Next >

] [ Cancel

After the installation the content of the folder \@EBuilder will look like

this:

% C:\PEBuilder

File Edit View Favorites Tools Help

0-9- -2 )i‘lli':/ & -
address |(2) c:\PEBuilder
Folders X Name Size | Type Date Modified
'@’Desmp " [Edrivers File Folder 27.8.2008 11:01
@-{2) My Documents Dheip File Folder 27.8.2008 11:01
=8 My Computer Blang File Folder 27.8.2008 11:01
J 3.5 Floppy (A1) i@plugin File Folder 27.8.2008 11:01
-4 Local Disk (C:) (ﬂbarme.bmp 938KB Bitmap Image 15.12.2004 14:03
{£3) Documents and Settings Fbartpe.exe 22KB  Application 3.12.2004 13:17
®-£ peBuilder [Z) bartpe. txt 8KB TextDocument 3.1.2005 12:46
&) Program Files [Fcdrecord.exe 194KB Application 10.9.2004 2:01
®-C) Temp @ gnugpl. txt 19KB Text Document 11.11.2004 14:04
{© totalemd E] changes. txt 46 KB Text Document 17.2.2006 13:28
1 virus Fmkisofs.exe 216 KB Application 10.9.2004 2:01
& wmpows peZusb.bin 1KB BINFile 10.2.2005 12:36
2 DVD/CD-RW Drive (D:) pe2usb.cmd 5KB Windows NT Comm... 1.4.2005 7:32
5 G Control Panel E] pe2usb. txt 8KB TextDocument 2.3.20059:50
@ Shared Documents ﬁpebuilderhlﬂa.exe 3230KB Application 27.8.2008 10:43
[ {0) Tester's Documents Lﬂpebuilder.bmp 176 KB Bitmap Image 15.12,2004 12:23
+ \g My Network Places @pebu]lder.exe 193KB Application 17.2.2006 12:44
2 Recycle Bin Bpebuilder.inf 72KB Setup Information 23.1.2006 13:06
rij pebuilder, txt 7KB TextDocument 10.2.2006 12:44
B]StarBurn.dll 402KB Application Extension  28,11,2005 8:55
E:I translations. txt 1KB Text Document 10.2.2006 12:42
@ unins000.dat 19KB DAT File 27.8.2008 11:01
ﬂgjunmsOOD.exe 658 KB Application 27.8.2008 10:56



3. Creation of the TrustPort Antivirus plug -in for the PE Builder.

Now create the plugn for the PE Buildemal store it to the folder

C\PEBuildamplugin.

CANBGEfE® OftAO0] 2y UKS a¢té AO2Y

E) Scan Al Disks

EJ) Scan Al Local Disks

& Scan Al Removable Media
[T} Scan Registry

(| Scan Selected Target
@ Check for Update Disk Protection
ﬂ] L o {4 Archive Encryption
¥ About | | PARGVIFUS

@ Personal Firewal
@ eSign

§ DataShredder
TrustPort Control

Exit

v v v v v w

&3 TrustPort Antivirus / On-Demand Scanner ee®

@ TrustPort W, |0 |

& Fiter Admnistraton &' @) On-Demand Scanner
W Filter Definitions v

- Predefined Rules
»-Fr Firewall Log
- Network Utilities Scan files .

- &) TrustPort eSign @ Scan all files
& TrustPort Disk Protection " Scan only files with the following extensions

»--{{§ TrustPort DataShredder

g8 TrustPort Archive Encryptit I Exdude files with the following extensions
v -\ TrustPort Antivirus

& On-Access Scanner

Requested action ‘ & Repair &)

v

v

(g V- Demand Scan
> &R Internet Protection Scanning options
' Quarantine
% Logs
@ Scheduler
@) Engines

K .Gc UPdafe r % Advanced...

Manual Switch to Easy Mode OK Cancel

Scan compressed files

al

Iy

R
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Advanced settings R

. Exclude from scanning
| Obijects (files, folders)

Scanning options

Enable heuristic analysis
[ Scan memory on startup
[ Enable Sandbox

Removable volumes scanning

Scan newly inserted removable volumes {CD-ROM, USB)

Ask before scanning of removable volumes

Prepare BartPE plugin Prepare TrustPort USB

About Manual I OK Cancel

h
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Now find he folder XPEBuildélLJt dzZ3 Ay FyR O2y FANXY 08

I FOSNI LINBaAaaAy3d KS ahvYa
folder cAPEBuildéiplugin.

Browse For Folder 2R

Please select directory where BartPE plugin files will be
stored.

¢ My Computer A
- ﬁ 3.5 Floppy {A:)
V-4 Local Disk (C:)

i +{7) Documents and Settings

v-{2 PEBuilder

o Jolugin |
#-{C3) Program Files
P-{2) Temp r

Folder:  Plugin

Make New: Folder OK Cancel

odzit2y =

N
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In the case that on your computer you are using non standard controls
(not supported byPE Builder) for accessing the hard disk or for the
network card, you must also copy these controls to the folder



c\PEBuildamplugin. Without these controls access would not be possible
to the hard disk, also the actualization of TrustPort Bart PEiRguld
also not be possible.

More information about the plugns for the PE Builder can be found
here: http://www.nu2.nu/pebuilder/plugins/

. Copy of the installation set Windows XP.

For the creation othe boot CD Bart PE medium with TrustPort Antivirus
Bart PE plugn you must have an installation medium containing the
operation system Windows XP with service pack SP1 or higher.
Installation medium containing Windows XP without the service pack or
with Windows Vista cannot be used.

Insert this installation medium into the CD mechanism of the computer
where you are creating the boot disk and copy its content to the
directory C\XPinst.

It is necessary to have enough free space on the disk, the installsei
of Windows XP takes approximately 600 MB. After the copying of the
installation set the folder looks likéhe following CAXPinst:

File Edit View Favorites Tools Help o
-0 -2|r,p|m@-
Address ([ C:\XPinst v a Go
Folders X Name Size | Type Date Modified
@ Desktop A | [Dpocs File Folder 27.8.2008 13:03
{2} My Documents [C)DOTNETFX File Folder
= ) My Computer 1386 File Folder
) ﬁ 3.5 Floppy (A1) L)SUPPORT File Folder
[ < Local Disk (C:) (D VALUEADD File Folder
{03 Documents and Settings jALﬁORUI'i.II'iF 1KB Setup Information 4.8.2004 14:00
{03 PEBuilder € |README.HTM 34KB HTML Document 4.8.2004 14:00
+ :3 Program Files QSEUP.EXE 1284KB Application 4,8,2004 14:00
B3 Temp QSE!’UPXPHI’M 84KB HTML Document 4.8.2004 14:00
55 totalemd B wns1 1KB Fie 4.3.2004 14:00
) virus B wmsie 1KB File 4.8.2004 14:00
£ WINDOWS [ wins1p.sp2 1KB SP2Fie 48,2004 14:00
ER=] st |
I pocs
{C) DOTNETFX
= 1386
®-3) ASMS
& comppATA
E-{J) DRW
© LaNG

() SYSTEM32

@-{C3) SUPPORT
&) VALUEADD


http://www.nu2.nu/pebuilder/plugins/

5. Creating the boot disk Bart PE with the help of the application PE
Builder.

Now enable the application pebuildexe, which we installed earlier
(Point 3 Installation of the PE Builder) into the foldaiPEBuilder.

- A

| FGSNI SyrofAy3a FyR FOOSLIiAy3d fAOSya

installation files are not searched.

Pt PEBuilderv3.1,10a

Builder
Source: (path to Windows installation files)

| (]

Custom: {include files and folders from this directory)

Output: (C:\PEBUIld i

| BartPE - |
? Search for Windows installation files?
\'/ (can take some time)
Media output
() None
(O Create 150 imag [ M= ] I No ]
(O Burn to CD/DVD AutoErase f B
| Plugins |- Build |- Exit ]

Lyd2 GKS FASTIR of 2dzNAIYI AR (FKA £ BA 0 &
folder to where you copied the installation set Windows XP, which
YSIya SyiubsWhRaaw

LY GKS aSO0A2y aaSRAI 2dziLidzia Of A O]
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the media (only if you have more configurations to choose from).

Builder Source Help

Builder
Source: (path to Windows installation files)

| C:WPinst ()

Custom: (include files and folders from this directory)
| =

qu)ut: (C:\PEBuilder\BartPE)

| BartPE |

Media output

() None

() Create IS0 image: {enter filename)

j C:\PEBuilder\pebuilder.iso \ Q

(®) Burn to CD/DVD AutoErase RW [CJEject after burn

Burn using: 'StarBUrn v }

Device: |D:) LITE-ON COMBO SOHC-4836V SUK1 v
[ Plugins ] [ Build ] [ Exit ]

To check whether you correctly addend the TrustPort Antivirus Bart PE
plugin, you can click on "Plugins" and verify that theréhis plugin
present.



